MamaTtka gaa yyawmxca 06 uHpopmaumMoHHOK 6e3onacHoOCTH

C KaXabiMm rolOM MOJIOAEXM B MHTEpPHETe CTaHOBUTCA 6o/blue, a WKOJNIbHUKM OAHU M3 CaMbIX aKTUBHbIX
nosnb3soBatenen PyHeTa. Mexay Tem, NOMUMO OFPOMHOIO KO/IMYECTBA BO3MOXKHOCTEM, MHTEPHET HeceT WU
npobaembl. ITa NamMATKA A0/KHA NOMOYb Tebe 6e30nacHO HaXoAUTbLCA B CETH.

KomnbloTepHble BUPYCbI

KomnbloTepHbIN BUPYC - 3TO PA3HOBUAHOCTb KOMMbBIOTEPHbIX MPOTrPaMM, OT/IMYUTENbHOM OCOHBEHHOCTbIO

KOTOPOM ABNAETCA CNOCOOHOCTb K Pa3sMHOMEHWI0. B gonosHeHWe K 3Tomy, BUPYCbl MOFyT MOBPeaUTb WU

NOJIHOCTbIO YHUUTOXWUTb BCe daninbl U AaHHble, NOAKOHTPO/IbHbIE MO/Ib30BaTE/0, OT UMEHU KoToporo bbina

3anyLLeHa 3apa*keHHaa Nporpamma, a TaKXKe NOoBpeAuTb UM JaxKe YHUUTOXKWUTb ONepaLMOHHYI0 CUCTEMY CO

Bcemu dainamu B LeNoM. B 6ONbLUMHCTBE CyYaeB PacnpPOCTPAHAOTCA BUPYCbl YePe3 UHTEPHET.

MeToabl 3aWUTbl OT BPeAOHOCHbIX NPOrpamm:

1. Wcnonb3y coBpemMeHHble OnepaunoHHbIe CUCTEMbI, WMMEIOLWMNEe Cepbe3Hbli YPOBEHb 3alUUTbl OT
BPEAOHOCHbIX NPOrpamm;

2. [locToAHHO ycTaHaBAMBalk Maytv (LMPpoBble 3aNNaATKU, KOTOPble aBTOMATMYECKM YCTAHABAMBAKOTCA C
uenbto AopaboTKM nporpammbl) U gpyrme obHOBNEHUS CBoel onepauuMoHHOM cuctembl. CKaumBal mx
TOJIbKO € opuLUManbHOro canta paspaboTtumka OC. Ecnm cywlecTByeT pekum aBTOMATUYECKOro 06HOBAEHMS,
BK/IIOYM €rO;

3. PaboTalt Ha cBoemM KOmMblOTEpPe Mog NpaBaMu NOAb30BaTeNA, a He agMUHUCTPaATopa. ITO He NO3BOAUT
60/bLMHCTBY BPEAOHOCHBIX MPOrPaMM UHCTAN/IMPOBATLCA HAa TBOEM NEPCOHAZIbHOM KOMMNbIOTEPE;

4. WNcnonb3yih aHTUBUPYCHblE MPOrpammHble MNPOAYKTbl M3BECTHbIX MNPOM3BOAUTENEN, C AaBTOMATUYECKMM
obHoBNeHUeM 6as;

5. OrpaHunyb pU3MYECKMIA AOCTYN K KOMMNbIOTEPY A1A NOCTOPOHHUX NNLL;

6. Wcnonb3yi BHEWHNE HOCUTENU MHDOPMALMK, TaKNe Kak daielKa, AUCK nan ¢ain U3 MHTEPHETA, TO/bKO U3
NPOBePEHHbIX NCTOYHWUKOB;

7. He OTKpbiBali KOMMbIOTEPHbIE (anabl, MONAYYEHHbIE U3 HEHaZEXHbIX WCTOYHMKOB. [Haxke Te dannbl,
KOTOpble NPUCAan TBOM 3HAKOMBbIN. Jlyylle yTOYHWU Yy HEro, OTNPABAAA N OH Tebe ux.

Cetun WI-FI

Wi-Fi - 3T0 He BMA nepedayn AaHHbIX, HE TEXHO/OrMA, a BCero Auwb bpeHa, mapKa. Ewe B 1991 roay

HUAepnaHACKaAa KOMNaHuA 3apernctpuposana 6peHa « WECA», uTo ob603Hayano cnosocoyetaHue «Wireless

Fidelity», KoTopblli NepeBOANTCA KaK «becnpoBOAHAs TOYHOCTbY.

[o Hawero BpemeHu powna Apyraa abbpesumatypa, KOTOpasa ABNAAETCA TaKOW e TexHonorvewn. ITO

abbpesuatypa «Wi-Fi». Takoe Ha3BaHWe 6bII0 J@HO C HAMEKOM Ha CTaHAAPT BbICLIEN 3BYKOBOM TeXHUKM Hi-Fi,

YTO B MepeBOe 03HAYaEeT «BbICOKAA TOYHOCTbY.

[a, 6ecnnatHbIN MHTEPHET-A0CTYN B Kade, OTeNsAx U asponopTax ABAAETCA OT/IMYHON BO3MOXKHOCTbIO BbIXOAa B

MHTepHeT. Ho MHOrune akcnepTbl cYnTatoT, 4To 0bLwenocTynHble Wi-Fi ceTu He ABnAOTCA 6e30nacHbIMM.

CoseTtbl no 6e3onacHocTn paboTbl B 0bweaoctynHbix cetax Wi-fi:

1. He nepepaBait cBO NMYHYO MHPOPMaLMIO Yepes obuweaoctynHble Wi-Fi ceTu. PaboTan B HUX, KenatenbHO
He BBOAMTb NApO/IN A0CTYNA, IOTUHbI U KaKMe-TO HOMepa;

2. WUcnonb3yi 1 06HOBAAK aHTUBUPYCHbIE Nporpammbl U BpaHamayep. Tem cambim Tbl 06e3onacuib ceba oT
3aKayKM BMpPYyCa Ha TBOE YCTPOMICTBO;



3. Mpu ncnonbsoBaHum Wi-Fi oTkatoun dpyHkumio «O6WmMin goctyn K dannam n npuHtepam». [JaHHas dyHKUmMA
3aKpbITa NO YMONYaHWIO, OAHAKO HEKOTOpPbIE NO/b30BaTeNM AaKTUBUPYIOT ee ANA yA06CTBa UCNO/b30BaHMA B
paboTte unu yyebe;

4. He ncnonb3yin nybamyHbii WI-FI ons nepegaym nnMYHbIX AaHHbIX, HAaNpMMep A/A BbIXOAA B COLMANbHbIE
CeTU U B SIEKTPOHHYIO NOYTY;

5. Wcnonb3yi TonbKo 3almuLeHHoe coeanHeHrme Yyepes HTTPS, a He HTTP, T.e. npu Habope Beb6-agpeca BBoAU
MMeHHo «https://»;

6. B mobunbHom TenedoHe oTkAtouM ¢yHKUMIO «[MogknoyeHne Kk Wi-Fi aBTomaTtnyeckm». He ponyckaw
aBTOMATMUYECKOTo NoaKatueHus yctpolictea kK cetam Wi-Fi 6e3 TBoero cornacus.

CoumnanbHble ceTn

CoumanbHble CEeTU aKTUBHO BXOAAT B Hally XM3Hb, MHOrMe nogM paboTaloT M KUBYT TamM MOCTOAHHO, a B

Facebook yke 3apernctpupoBaH MUANMAPA YENOBEK, YTO ABNAETCA OAHOW CeAbMOI BCEX XKUTeNelh nnaHeTbl.

MHorune nosib3oBaTeNIN He MOHUMAIOT, YTO MHDOPMALMSA, Pa3MeLLLEHHAsA UMW B COLMAbHbIX CETAX, MOXKET BbITb

Hali4eHa M UCNO/Ib30BaHa KeM YroZHO, B TOM YMC/e He 06A3aTeNlbHO ¢ 6aarMMm HamepeHUAMM.

OCHOBHble coBeTbl N0 6€30MNacHOCTU B COLMUAJIbHBIX CETAX:

1. OrpaHuyb CNUCOK apy3sein. Y Teba B Apy3bAX HE A0MKHO ObITb CIYYaMHbIX U HE3HAKOMbIX H0AEN;

2. 3awWwMmuwan CBOK YAaCTHYH KM3Hb. He yKasbiBalt maposu, TenedoHbl, agpeca, AaTy TBOETrO POXKAEHMA U
APYTY0 ANYHY MHPOPMaLMIO. 310YMbILNEHHMKN MOTYT UCMO/b30BaTh AaKe MHGOPMALMIO O TOM, KaK Tbl
M TBOM POAUTENN NNAHUPYETE MNPOBECTU KaHUKY/bI;

3. 3awmuwan cBol penyTauuio - AepXu ee B YMCTOTe M 3agaBait cebe Bonpoc: xoTen 6bl Thbl, YTOBLI Apyrue
no/sb3oBaTeNn BUAENM, YTO Tbl 3arpyxaews? MNoaymali, npexge 4em 4Yto-To onybAMKOBaTb, HanNUcaTb U
3arpysurb;

4. Ecnv Tbl rTOBOPULLb C NHOAbMU, KOTOPbIX HE 3Haellb, HE UCNOb3Yi CBOE peasibHoe UMA U APYryto JUYHYIO
NHGOPMALINM: UMA, MECTO KUTEbCTBA, MECTO y4ebbl U Npoyee;

5. WU3beran pasmellenua potorpaduin B NHTEepHeTe, rae Tbl M306paxkeH Ha MECTHOCTU, MO KOTOPOM MOXKHO
onpeaennTb TBOE MECTOMO/IOXKEHNE;

6. [lpu perucTpaumm B COUMaNbHOM CeTU HEOHXOAMMO UCMO/Ib30BaATb C/IOXKHbIE NAPOJIU, cocToAWwME U3 BYKB U
UMOP U C KONMYECTBOM 3HAKOB He MeHee 8;

7. [OnAa coumanbHOW CETU, NOYTbl U APYrMX cCaliToB HEOBXOAMMO MCNONb30BaTh PasHble naponu. Toraa ecau
Tebs B3/10MAtOT, TO 3/10YyMbILIIEHHUKM NOAYYaT AOCTYyN TO/IbKO K 04HOMY MECTY, a He BO BCe Cpasy.

ONEeKTPOHHbIEe AeHbrU

DNIeKTPOHHbIE AEHbIU - 3TO O4YeHb YA0b6HbIA cnocob nnatexen, o4HaKO CYLLECTBYHT MOLLUEHHWUKU, KOTopble
XOTAT NOJYYUTb 3TU AEHbBIU.

JNEeKTPOHHbIE AEHbIM NOABUINCL COBCEM HEAAaBHO M MMEHHO M3-3a 3TOr0 BO MHOTMX rocyAapcTBax 40 CUX Mop
He MPOMNMUCaHO NPO HMUX B 3aKOHaX.

B Poccum ke oHM PYHKLUMOHUPYIOT U O HUX Y¥Ke NPOMNMUCAHO B 3aKOHE, rAe UX pa3aensatoT Ha HECKO/IbKO BUAOB -
aHOHMMHbIE U He aHOHMMHbIe. PasHML@ B TOM, YTO aHOHMMHbIE - 3TO Te, B KOTOPbIX pa3peluaeTca NpoBOAUTb
onepauumn 6e3 MaeHTUGMKALUUM NONb30BATENA, @ B HEAHOHMMHbIX MAEHTUPUKALMUA MONb30BaATENs ABASETCA
06s3aTeNbHOMN.

TakKe cnegyeT pasnnyaTb 3NeKTPOHHbIE GMaTHbIE AEHbIM (paBHbI FOCYAapCTBEHHbIM Ba/IlOTAaM) M 3/IEKTPOHHbIE
HeduaTHble AeHbrM (He paBHbl FOCYAAaPCTBEHHbIM Ba/IlOTaM).

OcHOBHble coBeTbl N0 6e3onacHoi paboTe C 3/IEKTPOHHBIMU AEHbraMM:



1.

4.

MpuBAXKKN K cyeTy MOBUNbHBIN TenedoH. ITO camblit ya06HbIA M BbICTPbI cnocob BOCCTAHOBUTbL AOCTYN K
cyety. MpurBA3aHHbIA TenedoH NOMOXKET, ecun 3abyaellb CBOM NAATEXKHbIA NAPOab UM 3ai4ellb HA CaMUT C
HEe3HaKOMOro YCTPOWMCTBa;

Ncnonb3ylh opHopasoBbie naposu. [locne nepexofa Ha YCUMNEHHYK aBTopu3auuto Tebe yxe He byaer
YrpOXKaTb ONACHOCTb KPaXKM UM NepexBaTa NAATEXKHOIO Napons;

Bbibepu cnoxHbIn naponb. MNpecTynHMKam 6yaeT He NPOCTO yragaTb CNOXHbIN Naponb. HagexHble naponu -
3TO Mapo/u, KOTOpble COAEepPKaT He MeHee 8 3HAaKOB M BKOYAIOT B cebA CTpOYHble M NPONUCHble BYKBbI,
UMOPbl U HECKONIbKO CMMBOJIOB, TaKMe KaK 3HaK A0a1apa, PyHTa, BOCKANLATENBHbIN 3HAK U T.N. Hanpumep,
StRONng!;;

He BBOAM CBOM NMYHbIE AAHHbIE HA CAlTaX, KOTOPbIM He A0BepseLlb.

INeKTPOHHAaA NoyTa

JNEeKTPOHHAs noyTa - 3TO TEeXHOJIOTMA WM NpPefoCTaBAfAEMble et YCAYyrM Mo MNepecbiike U NOoAyYEHUH
3N1eKTPOHHbIX COODLLEHNI, KOTOPbIE pacnpeaenatnTcs B KOMNbOTEPHOM ceTU. OBbIYHO 3/IEKTPOHHbIN NOYTOBbIM
AWMK BbIFIAAUT Cneayolmnm obpa3om: UMA_M0/b30BaTeENs@UMA_A0MeHa. TakXe Kpome nepeaadv npocroro
TEeKCTa, MMeeTCca BO3MOMKHOCTb nepeaasaTb ¢ainbl.

OcHoOBHble coBeTbl N0 6e30nacHoii paboTe C 3N1eKTPOHHOI NOYTOIA:

1.

Hapo BbibpaTb NPaBUAbHbIM NOYTOBbLIN CEPBUC. B MHTEpPHETE eCTb OFPOMHbIN BbIGOP GECnIaTHbIX MOYTOBbIX
CEepBUCOB, OA4HAKO Nyylle AOBEPATb TEM, KOro 3Haellb 1 KTO NepPBbIi B PpeUTUHTe;

He vykKkasbiBan B  JIM4HOM  MoyTe  JIMYHYIO  uHPopmaumtwo. Hanpumep, nydwe  BbibpaTb
«MYy3blKanbHbIV_paHaT@» nam «pok2013» BmecTo «Temal3y»;

Mcnonb3yit ABYyX3TanHYO aBTOPM3aLLMIO. ITO KOraa NOMMMO Napoas HYXKHO BBOAMUTb KOZ, MPUCbINAEMbI Mo
SMS;

Bbibepu cnoxHbii naponb. Ans KaxKaoro novYtoBOro AWMKa A0MKeH ObITb CBOM HaZeXKHbIN, YCTOMUYMBLIN K
B3/10MY Mapo/ib;

Ecnm ecTb BOSMOXKHOCTb HAanNMcaTb CaMOMY CBOM JIMYHbBIN BONPOC, UCNONb3YHM 3Ty BO3MOMXKHOCTb;

Mcnonb3yih HECKONbKO MOYTOBbIX AWMKOB. [epBbli ANA YAaCTHOW Nepenucku c agpecatamu, KOTOPbIM Tbl
AoBepsaellb. ITO 3/1eKTPOHHbIM agpec He Haf0 UCMOb30BaTb MNPU perncTpaLmnm Ha popymax u camTax;

He oTKpbiBai dalinibl U Apyrve BOMKEHUA B MUCbMaXx, AaKe eC/IM OHM MPULIAN OT TBOMUX Apy3ei. Jlydwe
YTOYHU Y HUX, OTNPABAAAN NN OHU Tebe 3TK pannbl;

Mocne okOHYaHUA pPaboTbl HA MOYTOBOM CepBUCE Mepes, 3aKPbITUEM BKAALKM C CAaUTOM He 3abyab HaXKaTb
Ha «BbIATU».

KnbepbynnuHr nnm BuptyanbHoe uspeBaTesbCTBO

KnbepbynnumHur - npecnegoBaHue cOOOLLEHMAMM, COAEPMKAWMMU OCKOpOAeHMA, arpeccuio, 3anyrmBaHUe;
XY/IMFaHCTBO; couManbHoe HOMKOTUPOBAHME C MOMOLLBIO PA3/IMYHbIX MHTEPHET-CEPBUCOB.

OcHOBHble coBeTbl N0 60pbbe ¢ KubepbynnmuHrom:

1.

w

He 6pocaiica B 60oii. Jlydwunii cnocob: NocoBeTOBaTbCA KaK ceba BECTM U, €CM HET TOro, K KOMY MOXKHO
06paTnTbCA, TO BHa4ane ycnoKoutbcA. Ecnv Tbl HauyHewb OTBeYaTb OCKOPOGAEHUAMM HA ockopbneHua, To
TO/IbKO elle 60nblle pa3oKKellb KOHOANKT;

YnpaBnan ceoel Knbeppenyrtaumeu;

AHOHMMHOCTb B C€TM MHUMaA. CyLecTBYOT cnOcobbl BbIACHUTb, KTO CTOMT 3@ aHOHMMHbIM aKKayHTOM;

He cTouT BectM XynuraHckuii obpas BUPTyasbHOM KWU3HU. UHTepHeT dUKcupyeT BCce TBOW AENCTBUA WM
COXpaHAEeT uX. Yoanutb ux byaet KpanHe 3aTPyAHUTENbHO;

Cobntofal CBOKO BUPTYaNbHYIO YeCTb CMONOAY;



6. WUrHopupyh eguHU4YHbIX HeraTue. OpHOpasoBble OCKopbuTenbHble coobuweHua nydwe MrHOPUMPOBATb.
OO6bIYHO arpeccua NpeKpallaeTcs Ha HayanbHOM cTaguu;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMW COOOLEHUAMW, B COLMANbHLIX CETAX ecCTb
BO3MOHOCTb H/IOKMPOBKM OTNPABKMU COOBLLEHMI C ONpeaeneHHbIX aApPecos;

8. Ecnu Tbl cBupeTens kmbepbynnumHra. TBouM AeUCTBUA: BbICTYMUTb NPOTUB NpecnenoBaTenia, NoKasaTb emy,
YTO €ero AeWCcTBMA OLEHMBAKOTCA HEraTMBHO, MOAAEPXKATb KEPTBY, KOTOPOM HyXKHA MCMXONOrMyeckas
NMOMOLLb, COOBWMTL B3POCAbIM O paKTe arpeccMBHOrO NOBEAEHUA B CETMU.

Mo6bunbHblit TenedpoH

CoBpemeHHble ctMapTdOHbI M NAAHLWETbl coaepKaT B cebe BNOAHE B3pOCabIN GYHKLMOHAA, U TENEPb OHWU MOTYT

KOHKYPMPOBaTb CO CTAaLMOHAPHbIMU KOMMbloTepaMmun. O4HAKO, CPeACTB 3aLnTbl ANA NoA06HbIX YCTPOMCTB NOKa

04YeHb Mano. TecTUpoBaHWE N MOUCK YA3BUMOCTEN B HUX MPOMUCXOAMT HE TaK MHTEHCMBHO, Kak ana MK, 1o xe

camoe KacaeTca U MOBUNbHbIX MPUNONKEHNIA.

CoBpemeHHble MObUIbHbIE Bpay3epbl yXKe NMPaKTUYECKU AOTHANAN HACTO/IbHblE AQHANOrM, OAHAKO pacliMpeHue

dYHKUMOHana BievyeT 3a co60i 60NbLUYI0 CIOKHOCTb M MEHbLLYHO 3aLLULLEHHOCTb.

[aneko He BCce NPOM3BOAMUTENN BbINYCKAOT OOHOBMIEHMA, 3aKPbIBAIOLLIME KPUTUYECKUE YASBUMOCTU ANA CBOMUX

YCTPOWCTB.

OcHOBHble coBeTbl AnA 6e3onacHocTM mobunbHoro TenedoHa:

1. Huuyero He sBnAeTcA no-HacToAwemy OecnnaTHbiM. Byab ocToporkeH, Beab Koraa Tebe npepgnaratot
6ecnnaTHbI KOHTEHT, B HEM MOTYT BbITb CKPbITbl KAKME-TO NAATHbIE YCAYTU;

2. [yman, npexae 4yem oTtnpasutb SMS, ¢oTo mnm Buaeo. Tbl TOYHO 3Haelb, rge oHM ByayT B KOHEYHOM
utore?

3. Heobxoammo o6HOB/ATL ONEPALMOHHYIO CUCTEMY TBOEro CMapTdOHa;

4. Wcnonb3yi aHTUBUPYCHbIE NPOrpamMmmbl A8 MOBUAbHbIX TeNedOHOB;

5. He 3arpyxal npuaoXKeHUA OT HEeM3BECTHOro MCTOYHMKA, BeAb OHM MOTyT COAep)KaTb BPEeAOHOCHOEe
nporpaMmmHoe obecneyeHue;

6. locne Toro Kak Tbl BblIMAELWb C CalTa, rAe BBOAUA NUYHYIO MHOOPMALMIO, 3aliaM B HAaCTPOIMKK Bpay3epa u
yaanu cookies;

7. MNepunoanyeckn NpoBepAn, KAKMe NNATHbIE YCAYIM aKTUBMPOBAHbLI HA TBOEM HOMEPE;

[aBai cBoit Homep MobUAbHOrO TenedpoHa TONIbKO NOASAM, KOTOPbIX Tbl 3HAELWb U KOMY 40BepAELlb;

9. Bluetooth goneH 6bITb BbIKAOYEH, KOTAa Tbl UM He NONb3yelwbcA. He 3abbiBai MHOTAA NPOBEPATb 3TO.

oo

Online urpbli

CoBpemeHHble OHNAMH-UTPbI - 3TO KPaCO4YHble, 3aXBaTbiBalOLWME pa3BieyeHusa, 06beanHAOWMe COTHU TbiCAY
4YeNoBEK MO BCEMY MUPY. UFPOKM UCCNeayoT aHHbIM UM MUP, 00WA0TCA APYr C APYrOM, BbINONHAOT 3a4aHuA,
CParKkaloTCA C MOHCTPAaMWM WM MOJIy4atoT OMbIT. 33 YAOBONLCTBME OHM MAATAT: MOKYNakT AMCK, OMAayvMBatoT
aboHEMEHT Unu NpuobpeTatoT KaKkMe-To onuuun.

Bce 3T cpeacTBa nayT Ha NOAAEP!KAHME U PAa3BUTUE UTPbI, @ TaKKe Ha camy 6e30NacHOCTb: COBEPLUEHCTBYOTCA
CUCTEMbI aBTOPM3aLMKM, BbIMYCKAOTCA HOBble NatuM (undpoBble 3annatkM ANA NPOrpaMm), 3aKpbiBatOTCA
YyA3BMMOCTU CEPBEPOB.

B nogobHbIX Mrpax CTOMT onacaTbCA He CTO/IbKO CBOMX COMEPHMKOB, CKOJIbKO KPakW TBOEro napons, Ha
KOTOPOM OCHOBaHa CMCTEMA aBTOPM3aLMM BONbLUMHCTBA Urp.

OcHOBHble coBeTbl N0 6@30NacHOCTY TBOEro UFPOBOr0 aKKayHTa:

1. Ecnu pgpyrow nrpok seget cebsa naoxo nam cosgaet tebe HENPUATHOCTM, 3a6NOKUPYI €ro B CMUCKE UTPOKOB;



2. lMoxKanynca aAMUHUCTPATOPaM MIPbl Ha NA0OX0e NoBeAEeHNE 3TOrO0 UTPOKaA, KenaTeNbHO NPUNOKNUTb KaKkue -
TO A0Ka3aTeNnbCTBa B BUAE CKPUHOB;

He yKa3biBali INYHYIO MHPOPMaLMIO B Npodaline urpbl;

YBarkal gpyrux y4aCTHUKOB MO UTpPe;

He ycTaHaBnmBait HeoduumManbHble NaTiM U MOAbI;

Mcnonb3yit CnoxHble U pasHble Naponu;

[axe BO BpemMs Urpbl HE CTOUT OTKAOYaTb aHTUBUPYC. [ToKa Tbl Urpaellb, TBOM KOMMbIOTEP MOTYT 3apa3unTb.

N U AW

PULWIKNHT AU KPaXKa IMYHDBIX AaHHbIX

O6bIYHOM Kparkeil AeHer M AOKYMEHTOB CEroAHfA YKe HUKOro He yAMBULWb, HO C PasBUTUEM WHTEpPHET-

TEeXHO/IOTUI 3N10YMbILINEHHUKN NePEeMECTUNNCE B MHTEPHET, M NPOAO/IMKAOT 3aHMMATbCA "tobumbiMm" genom.

Tak nosABWIacb HOBAas Yrposa: UHTEPHET-MOLWEHHUYECTBA UM QULLMHSI, rNaBHaA Le/lb KOTOPOro COCTOMT B

Nosy4yeHUM KOHOUAEHUNANbHBIX AaHHbIX MONb30BaTeel - NOTMHOB M Naposeit. Ha aHrnuiickom asbike phishing

ymntaeTca Kak ¢mwuHr (ot fishing - pbibHaa nosaa, password - naponb).

OcHoBHble coBeTbl N0 6opbbe ¢ puwmnHrom:

1. Cneaw 3a cBOMM aKKayHTOM. Ecim Tbl nogo3peBaellb, YTO TBOA aHKeTa 6blna B3/JioMaHa, TO HeobxoAMMO
326/10KMPOBaTh €€ 1 CO0bLWUTb aAMUHUCTPATOPaAM pecypca 06 3TOM KaK MOXKHO CKopee;

2. Wcnonb3yi besonacHbie Be6-calTbl, B TOM YMUCAE, NHTEPHET-MarasMHOB 1 NMOUCKOBbIX CUCTEM;

3. Wcnonb3yit cnoxHble U pasHble napoaun. Takum obpasom, ecnn Teba B3NOMAOT, TO 3/10YMbIAEHHUKM
nosy4yaT JOCTYyN TONIbKO K 04HOMY TBOEMY NPOGU/IO B CETU, @ HE KO BCEM;

4. Ecnu teba B3nomanu, To HeobxoaMmo nNpeaynpenmTb BCEX CBOMX 3HAKOMbIX, KOTopble gob6aBneHbl y Tebs B
APY3bsiX, 0 TOM, YTO Tebs B3NOMann U, BOSMOXKHO, OT TBOEro MUMeHM ByaeT paccbinaTbCA CNam U CCbIIKMU Ha
OULWKMHroBble CanTbl;

5. YctaHoBM HageXHbi naponb (PIN) Ha MOBUNbHBLIN TenedoH;

6. OTKAO4YM coxpaHeHue naponsa B bpaysepe;

7. He oTkpbiBait dalinbl U Apyrue BAOMKEHUA B NMUCbMAX, AaXKe eC/IM OHU MPULIAK OT TBOMX Apy3en. Jlyywe
YTOYHW Y HUX, OTNPABAAAN NN OHU Tebe 3Tn pannbl.

LUudposasa penyrauua

LUndposaa penytauma - 3To HeraTMBHAA WAKW NO3UTUBHaA MHPopmauma B ceTu o Tebe. KomnpomeTupytouian
MHOOPMAUNA, pasMeLleHHaa B MHTEPHEeTe, MOXeT cepbe3HbiM 0bpa3om OTpa3uTbCA Ha TBOEW peanbHOW
XU3HU. «Undposaa penytauma» - 3TO0 TBOM MMMAXK, KOTOpbIM dopmupyeTcs M3 MHboOpmauum o Tebe B
NHTEepHeTe.

TBOoe MecTO XUTenbcTBa, yyebbl, TBoe GMHAHCOBOE MNONOXKEHWEe, OCOBEHHOCTM XapaKTepa WM pacckasbl O
6/IM3KMX - BCE 3TO HaKaMN/JMBaEeTCA B CETU.

MHoOrne noApPOCTKU NETKOMbIC/IEHHO OTHOCATCA K NyH6AMKauMm nM4HON MHGopmaumm B IHTepHeTe, He NOHMMasA
BO3MOXKHbIX NOCAeACTBUN. Tbl AaxKe HE CMOXKelWb A0ragatbCAa O ToM, 4Yto doTorpadusa, pasmelieHHas 5 net
Has3ag, cTasla NPUYNHON OTKa3a NPUHATb TebAa Ha paboTy.

KommeHTapuu, pasmelseHne TBonx potorpaduii n apyrve AencTBmMA MOTYT HE UCYE3HYTb AaXKe Mocae TOro, Kak
Tbl MX yAanuwb. Tbl He 3HAElWb, KTO COXPaHWA 3Ty MHPOPMALMIO, MOMana AU OHA B MOUCKOBbIE CUCTEMbI U
COXPaHWAaCb I OHa, a FNaBHOE: YTO NoAyMatoT 0 Tebe OKpyKatowme NAN, KOTOpble HANAYT U YBUAAT 3TO.
Halitn nHdopmaumo MHOro fieT cnycta cMmoxkeT Ntobo - Kak u3 fobpbix NOBYKAEHUN, TaK U C HAMEpPEHNEM
NPUYUHUTL BPeS,. ITO MOXKET ObITb KTO YrogHO.

OCHOBHbIe coBeTbl MO 3awuTe LMPpPoBoOiI penyTauum:

1. Noaymain, npexae yem 4To-TO0 NyH6AMKOBATL U NepenasaTb y cebsa B 610re namn B coumanbHOM ceTy;



2. B HacTporikax npodunsa yCTaHOBU OrpaHMYEHMA HA NPOCMOTP TBOEro Npoduaa n ero COAEPKUMOro, caenam
€ro TO/IbKO «ANA Apy3en»;
3. He pa3smewan un He yKasbiBal MHPOPMaLMIO, KOTOPAA MOMKET KOro-1Mbo ockopbaATb Unm obumKaThb.

ABTOpCKO€ npaso

CoBpemeHHble LWKONIbHUKM - aKTUBHbIe NONb30BaTeNn UMPPOBOro MpocTpaHcTBa. OAHAKO Aaneko He Bce
3HAKOT, 4YTO MNONb30BAHME MHOTMMW BO3MOMKHOCTAMM LMdPpoBOro mupa Tpebyetr cobaogeHna npas Ha
NHTEeNNEKTYaNbHYI COBCTBEHHOCTD.

TepMUH «MHTenneKTyasbHaa COOCTBEHHOCTb» OTHOCUTCA K PA3/IMYHbIM TBOPEHUAM YEN0BEYECKOro YyMma,
Ha4YMHaA C HOBbIX M306peTeHn U 3HaKoB, 0603HAYaKOLWMX COBCTBEHHOCTb HA NPOAYKTbI U YCAYTW, N 3aKaHYMBAA
KHUramm, otorpadpuamm, KUHOPUAbMAMM U My3blKabHbIMU NPOU3BEAEHUAMMU.

ABTOpCKME NpaBa - 3TO NpaBa Ha MHTENNEKTyabHYIO COBCTBEHHOCTb Ha NPOM3BEAEHUA HAYKU, NUTEPaTYpbl U
MCKyccTBA. ABTOPCKME MpaBa BbICTYNalOT B KAYeCTBE rapaHTMM TOTFO, YTO MHTENIeKTyalbHbIN/TBOPYECKUI TPYA,
aBTopa He OyaeT HampacCHbIM, 4acT emy ChnpaBeA/MBble BO3MOXHOCTU 3apaboTaTb Ha pe3y/bTaTax CBOEro
TpyAa, NONYYUTb U3BECTHOCTb U NpU3HaHMe. HUKTO 6e3 pa3spelleHMA aBTOpPa HE MOXKeT BOCMPOU3BOAUTbL €ro
npousseseHMe, PacnpoCTPaHATb, Ny6ANYHO AEMOHCTPUPOBATL, NPOAABATb, MMNOPTUPOBATb, MYCKaTb B MPOKaT,
ny6ANYHO MCNOHATL, MOKA3bIBaTb/UCMONHATL B 3dUpe nam pasmewaTb B UHTepHeTe.

Ncnonb3oBaHMe «NMPATCKOro» NporpammHoro obecrneyeHnA MOXKET NPUBECTU K MHOTMM PUCKAM: OT noTepu
AaHHbIX K TBOMM aKKayHTam 4,0 610KMPOBKM TBOErO YCTPOMCTBA, r4e YCTAHOBNEHA HeneranbHaa nporpamma. He
CTOWT TaK»e 3abbIBaTb, YTO CyLLECTBYIOT NeranbHble U HecnnaTtHble MPOrpaMmbl, KOTOPbIE MOXHO HANTK B CETU.



